) SO Y TE HA NOI ' CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN PA KHOA SOC SON Poc 1ip — Tw do — Hanh phuc

: _ THU MOI BAO GIA
Tham dinh gia goi thau mua siim thiét bi ning cAp hé thing CNTT
cua Bénh vién da khoa Soc Son giai doan 2022 -2025

Kinh giri: Quy Céong ty tham dinh gia

Can ctr Luat Dau thau s6 43/2013/QH13 ngay 26/11/2013 ctia Quée hdi nudc
Cong hoa xa hoi chu nghia Viét Nam;

Céan cuo Nghi dinh sO 63/2014/ND-CP ngay 26/6/2014 cua Chinh phu vé viée
quy dinh chi tiét thi hanh mét sé diéu cua Luat dau thau vé lya chon nha thau;

Thuc hién ké hoach nang cap hé thong CNTT cuaa Bénh vién da khoa S6c Son
giai doan 2022 -2025.

Bénh vién da khoa Séc Son kinh mai quy cong ty c6 linh vuc hoat dong phu
hop voi yéu cau ctia Bénh vién vé viéc tham dinh gia goi thiu mua sim thiét bj nang
cap hé thong CNTT ctia Bénh vién da khoa Soc Son giai doan 2022 -2025 vé6i danh
muc sd lugng cu thé nhu sau: (danh muc chi tiét kém theo phu luc 1). Néu quy cong ty
c6 nhu cau thyc hién goi thau nay. Pé nghi quy cong ty cung cap ho so nang luc tham
gia thuc hién goi thau tham dinh gié cho Bénh vién. (cé phu luc ho so ning lue va
bao gia kem theo Phu luc I1)

Thu bay t6 quan tdm va ho so nang luc va bao gia dé nghi gui vé:

- Tén don vi : Phong Hanh chinh Quan tri - Bénh vién da khoa Séc Son.

- Dia chi : Miéu tho - Tién Duoc - Sée Son — Ha Noi

- S0 dién thoai : 024.35955520 Fax : 024.38852569

R4t mong nhén duoc su hop téc cua quy don vi. Thoi gian ndp ho so nang luc
va bao gia thuc hién tir ngay 09 /3/2023 dén hét ngay 13/3/2023.

Trong qua trinh td6 chuc thuc hién, néu can trao déi, lam r0, xin lién hé vai
Bénh vién da khoa S6c Son qua s6 dién thoai: 0982740178.

Xin tran trong cam on./.
Soc Son, ngay 09 thang 3 nam 2023
Noi nhin: y (/}_IA\IXNIDOC/_{,;
- Nhu kinh gui; ‘ ‘
- Luu : HCQT.




PHU LUC I: DANH MUC, SO LUQNG, CAU HiNH THIET BI

I. YEU CAU GIAI PHAP

1. Yéu cau ky thuit hé thong:

- H¢ théng bao mat:

+ Bao vé hé thong mang ndi bd va website dat tai phan ving két ndi cua hé thong private ra
bén ngoai.

+ Heé thong tuong lira ndy ¢6 trach nhiém kiém soat cac két ndi giao tiép véi hé thong chi
cho phép cac két ndi hop 1€ truy cap hé th(§11g cling nhu céc két ndi hop 1€ tir ndi bo he¢ théng
ra bén ngoai.

+ Heé théng ciing ¢o trach nhiém do quét phong chdng tan cong mang, bao vé hé théng
(IPS/IDS).

- Méy chu:

+ Co s dir liéu quan ly kham chita bénh va quan ly tong thé duge o 1ap véi mang bén
ngoai. Noi cac img dung nén tang, may chu va dit liéu quan trong hoat dong trao do6i thong
tin.

+ Néu mot trong cac Server nay bi t4n cong hoiic co sy ¢d, hoat dong kham chita bénh ctia
bénh vién s€ bi anh huong truc ti’ép, gian doan va co thé restore lai hé thong.

+ S& ¢6 2 may chu vét ly chay 4o héa dé chay céc ung dung phuc vu cho bénh vién.
- Ao héa, backup:

+ Ao héa Hyper-V ctia Microsoft va backup hé thong data truong hop tham hoa xay ra.

+ MOéi truong vat ly, a0, dam may va luu trit voi mot giai phap.

+ Phat hién va bao v¢ chéng lai cac 16 hf)ng da biét va chua biét, béng cac ky thuat bao vé
nhiéu thé hé.
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- Hé théng bao maét:

+ tudng Itra Firewall Sophos thé hé méi cé tinh néng tu’(‘mg lira bao vé hé théng mang
ndi b va website dit tai phan viing két ndi ctia hé thong private ra bén ngoai. Hé
théng tuong lhra nay c6 trach nhiém kiém soét céc két ndi giao tlep v6i hé théng chi
cho phép cac két nbi hop 18 truy cap hé thdng ciing nhu cac két ndi horp 1€ tir n6i bo hé
théng ra bén ngoai. Hé théng ciing ¢6 trach nhiém do quét phong chéng tin cdng
mang, bdo vé hé thong (IPS/IDS).

+ H8 théng tudng lira phan tach toan hé théng thanh cic phén viing khac nhau tiy vao
muc do bao mat dé c6 thé thyc thi chinh sach bao mét t&t nhét. Cac phén ving nay
bao gdm:

Phan vung Internet: Cung cép két ndi ra mang céng cong, phan ving nay dugc
bao vé béi firewall dé kiém soét truy cip vao ra ciia hé théng

Phén ving méy chu dich vu: Bao gbm cac mdy chil cung cép dich vu cho ca
ngudi dung ndi bd va ngudi ding ngoai Internet. Bao gdm méy chu co sé dit liéu,
may chi phuc vu nghiép vu ndi b cong ty va may chit sao lvu du phong. Phan vung
nay duorc tach biét vai phan vang Internet nhim bao mat tdi da va chi cho phép cac
két ndi hop 18, cac két ndi tir kénh truyén an toan bao mat (VPN, MPLS).

Mo hinh hé tho"ng bdo mdt tai Bénh vién

- Hé th(“')ng chuyén mach:
+ Thiét bj chuyén mach core switch 13 thiét b trung tdm quan trong trong viéc
chuyén mach va phén phéi dir lidu, core switch d4p img duoc nhu ciu trung
chuyén mot khéi luong dir lidu 16m véi tde db cao.
+ Céac may chil va access switch s& két ndi vé core switch.



Core Switch

Hé thong chuyén mach/switch chuyén mach trung tim

- Hé théng may chu va luu trit:

Noi nhitng server va co s¢ dit liéu quan trong cua cong ty s& duoc ¢ 1ap voi
mang bén ngoai. Ving Server CSDL va Server (mg dung 1a quan trong nhét trong
hoat dong trao do6i thong tin. Néu mot trong céc Server nay bj tan cong hodc c6 su cd,
hoat dong ctia cong ty s& bi anh hudng truc tiép.

+ Tai viing server farm cac may chu vat ly chay 4o hoa va dugc két ndi téi hé thong
chuyén mach trung tim ( core switch)
+ M4y chu 40 héa s& duoc trién khai OS va luu trit trén 6 local, voi Chassis with up to
16 Hard Drives (SAS/SATA) c6 thé md rong thém 6 cting néu nhu cau luu trit tng
dung ting trong qua trinh str dung cua cac nam tiép theo.

Core Switch

H¢ théng may chu vi gidi phdp luu trit

- Hé thong backup luu trit NAS:
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+ Vai trd ciia NAS 1a ding dé backup dir liéu trén hé théng thong qua Veeam Backup
& Replication tap trung & vAn dé chinh la backup, khdi phuc va dam bao an toan dit
liéu ha ting a0 d4p tmg hoan todn cic nhu cau tlr bat ky d6 16n hay phirc tap ciia moéi
trudng 40 héa Vmware va hién nay 13 h trg ca Hyper-V. Mot s6 quan tAm chinh ma

giai phap nay mang lai:

= H3 trg moi trudng 4o héa ESX/ESXi Vmware va Microsoft Hyper-V.

= Tang cudng véi kién tric backup phéan tén cho cac mdi truong 16n va phic

tap.

» Ngoai giai phap backup con di kém theo trong bd san phim tap trung nay

la Replication.

= H3 trg khéi phuc nhanh hé thdng truc tiép (start may ao tric tiép) tir cac
tap tin backup da duoc nén va dedup ma khéng cin restore céc tap tin may 4o

ra hé théngluru trit.

= Da dang hoéa cac phuong thirc restore tir mdt ban backup: restore may 2o,

tap tin may 4o, tdp tin bén trong OS cia may 4o hoac dit li€u ciia mdt ing

dung dac thu nhu AD, Exchange...

» H6 tro incremental backup (Forward Incremental va Reversed

Incremental Backup).

» Tang cuong kha nang luu trit véi tinh nang compress va deduplication

giam dung lirgng dau tu cho hé théng backup.
» Cung cép report va cac két qua théng sb backup realtime.
II. DANH MUC HANG HOA
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M3, tén thiét bi
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May chii Dell PowerEdge R750xs Server

Intel Xeon Silver 4314 2.4G, 16C/32T, 10.4GT/s, 24M Cache, Turbo, HT
(135W) DDR4-2666 2.5" Chassis with up to 16 Hard Drives (SAS/SATA) 4 x
32GB RDIMM, 3200MT/s, Dual Rank 16Gb BASE x8 6 x 2.4TB 10K RPM
SAS ISE 12Gbps 512¢ 2.5in Hot-plug Hard Drive, iDRACY, Enterprise 15G
H755, DVD USB EXT, Brc 5720QP 1GbE, 2 x 1GbE LOM, 2 x 800W hp
ProSupport Plus and Next Business Day Onsite Service-ACDTS Initial, 36
Month(s)
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psc/cai

Phin mém ban quyén di kém/chay trén may chi:

- Windows Server 2022 Standard - 16 Core License Pack
- Windows Server 2022 - 5 User CAL

- SQL Server 2019 Standard Edition

- SQL Server 2019 - 1 User CAL

02

lic/ban
quyén
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Hé théng chuyén mach trung tim

Dell Networking S3124, L3, 24x 1GbE, 2xCombo, 2x 10GbE SFP+ fixed
ports, Stacking, 10 to PSU airflow, 1x AC PSU 2 x Stacking Cabile, for Dell
Networking N2000/N3000/S3100 series switches (no cross-series stack), 0.5m
Forcel0-20 Handling & Insurance Charges(DDDROAP) Power Cord, 250V,
1.8M, C13 (MY/SG/Sri Langka/Bangladesh/HK) Lifetime Limited Dell
Standard Technical Support-VN,PK,PH,BN,SL.BD Lifetime Limited Hardware
Warranty (Parts)-VN,PK,PH,BN,SL,BD Yr1-3 ProSupport:Next Business Day
Onsite Service-VN,PK,PH,BN,SL,BD 3Yr ProSupport:(7x24) Technical
Support & Assistance-VN,PK,PH,BN,SL,BD 3Yr ProSupport:Next Business
Day Onsite Service-VN,PK,PH,BN,SL,BD For SADMG Countries only - No
Installation Service Required l
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psc/cd

Heé théng twong lira va bio mit thong minh

Firewall XGS 3100 Security Appliance - EU/UK power cord

Standard Protection for XGS 3100 - 12 MOS XGS 3100 HW Appliance with 8
GE + 2 SFP + 2 SFP+ ports, 1 expansion bay for optional Flexi Port module,
'SSD + Base License (incl. FW, VPN & Wireless) for unlimited users + power
cable
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psc/ca

Heé théng lwu trir va backup luu trit NAS .

- Veeam Backup & Replication Universal Subscription License.

Includes Enterprise Plus Edition features. 1 Years Subscription Upfront Billing
& Production (24/7) Support. Subscription Universal license, sold by packs of
10. Includes VM, Server or Workstation Agents (fgr Windows, Linux and
Oracle Solaris), Cloud VM or App Plug-In SAP/Oracle and NAS.

- RS822+4-bay RackStation (up to 8-bay), Quad Core 2.2 GHz, 2GB RAM
(up to 32GB) |

CPU: AMD Ryzen V1500B Quad Core 2.2 Ghz (8 Threads). Memory: 2GB
ECC DDR4 SO-DIMM (expandable up to 32 GB). Internal HDD/SSD: 3.5"
SATA HDD or 2.5" SATA HDD, or 2.5" SATA SSD. Max Internal Capacity:
64 TB (16 TB drive x 4). Maximum Capacity with Expansion Units: 128 TB
(64TB + 16TB drive x 4). External Ports: eSATA Port x 1. LAN: RJ-45 1GbE
LAN Port x 4 onboards. PCle 3.0 slots: 1 x PCle 3.0 slot to support optional
10GbE NIC or M.2 SSD adapter card. Form factor (RU): Rack 1U

o Maximum IP cam: 40. Rail Kit Sliding, sliding 1U &2 U 6TB TOSHIBA NAS
N300 HDD. 3.5-inch, SATA 6 Gbit/s, 256 MiB Buffer, 7200rpm. Enterprise
class, Rated Annual Workload:180TB/year, 24/7 operation. Applications: Home
and SOHO NAS. Small business server and storage: Archiving and data back-
up. Private cloud storage. |
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psc/cai

Dich vu trién khai hé thong ..




II. PHU LUC: TIEU CHI DANH GIA NANG LUC KINH NGHIEM

NHA THAU
STT Théng tin d4nh gi4 Két quia danh gi4

I | Twcach hop 18 Dat/Khéng dat
Co gidy chimg nhéan ding ky doanh nghiép, quyét

1 dinh thanh lapz ho?c tai 11§;u cc: gia 't’rg tuf(‘mg c‘iuar:g Pat/Khéng dat
do co quan co thdm quyén ctia nuéc ma nha thiu
dang hoat ddng cap ( bdn phé to cong chung)

2 | b4 dang ky trén hé thdng mang d4u thiu qudc gia DPat/Khéng dat
C6 thir bdy to quan tdm + Bdo gia va hd so nang luc Dat/Khong dat
Cung cép hd so nhan su, chimg chi hanh nghé tu
véan ( ban phé to cong chimg), véi thoi gian con hiéu bPat/Khong dat
lye trong pham vi 180 ngay.

IT | Ning e va kinh nghiém Dat/Khong dat

1 Co > % nain klnh 1,1.ghlciem hoat déng trong linh vuc Pat/Khéng dat
theo yéu cau clia géi thau




